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1. Policy Statement

M & F Roofing NW Ltd is committed to protecting the rights and freedoms of individuals whose
personal data we collect and process in the course of our business. We handle personal
information responsibly, in compliance with the UK General Data Protection Regulation (UK
GDPR) and the Data Protection Act 2018.

2. Purpose

This policy outlineshow M & F Roofing NW Ltd collects, stores, processes, and protects personal
data, and provides guidance on individual rights and our legal responsibilities.

3. Scope

This policy applies to:
- All staff, including employees, subcontractors, and consultants
- All personal data processed by the company

- All locations and systems used for storing and processing data (on-site or remote)

4. What is Personal Data?

Personal data refers to any information that can identify a living individual, including:
- Names, contact details, identification numbers
- Employment or financial information

- Site access logs, CVs, and health details (e.g., for risk assessments)
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5. Lawful Basis for Processing

M & F Roofing NW Ltd processes personal data under the following legal bases:
- Contract — to fulfil services or employment contracts

- Legal obligation — for HMRC, insurance, health & safety compliance

- Legitimate interests — to run our operations efficiently

- Consent — for marketing or optional updates

6. Data Protection Principles

We follow the 7 core principles under UK GDPR:
1. Lawfulness, fairness and transparency

2. Purpose limitation

3. Data minimisation

4, Accuracy

5. Storage limitation

6. Integrity and confidentiality

7. Accountability

7. Individual Rights

Individuals have the right to:

- Access their data (Subject Access Request)

- Have incorrect data corrected

- Request deletion (the right to be forgotten)

- Restrict or object to processing

- Request data portability

- Withdraw consent at any time (for consent-based data)

Requests are responded to within 1 month.

8. Data Security

We protect personal data by:

- Using password-protected systems and devices
- Restricting access to authorised personnel

- Locking paper records in secure storage

- Regular staff training and awareness
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9. Data Breach Procedure

If a data breach occurs:

1. Notify the Company Director immediately

2. Assess the impact and containment actions

3. Report to the ICO within 72 hours (if required)
4. Notify affected individuals (if high risk)

5. Record the breach in the company’s breach log

10. Data Sharing and Third Parties

We only share data with:
- Subcontractors or suppliers performing a service
- Insurance or regulatory bodies

- Legal authorities, where required

All third parties must comply with our data protection standards.

11. Data Retention

We retain personal data only as long as necessary:

- Employee records: 6 years after leaving

- CVs: 12 months unless consent given

- Customer/project records: 6—10 years for legal or warranty purposes

12. Roles and Responsibilities

- The Company Director is the primary Data Controller.
- All staff are responsible for ensuring that any personal data they process is handled in
accordance with this policy and company procedures.

13. Training and Awareness

All staff are trained during induction and periodically thereafter. Breaches of policy may result in
disciplinary action.

14. Review

This policy will be reviewed at least annually or in line with changes in regulation, operational
processes, or risk.
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Signed:

Nancy Mcwilliam
Company Director
M & F Roofing NW Ltd



